








Why PLC OTAC?

swiDch was recognised as the winner in the OT Security category at the 2024 Top InfoSec Innovator Awards.
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“ swIDch embodies the innovative spirit we seek in award winners— anticipating future threats,
offering cost-effective security solutions, and delivering creative strategies that protect OT
systems from growing cyber risks. *’

- Gary Miliefsky, Chair of the Top InfoSec Innovator Awards Judges

@ Enhancing Productivity and Efficiency with Advanced OT Authentication

swiDch's PLC-OTAC eliminates password-based vulnerabilities with minimal computing resources for PLC manufacturers

and operators, increasing security while supporting smooth system integration to minimise system downtime.

Pre-OTAC Deployment

Post-OTAC Deployment

Benefits

Dynamic codes can’t be reused if compromised.

Password Type Static: Fixed 6-8 character value Dynamic: Changing value every time b Prevents reuse attacks
No manual password setup needed.
Password Setting  Set by administrator (per device) (No need for setup) P P
> Reduces setup management resources.
Users are identified by dynamic codes only.
Requires sharing passwords (No need for sharing) > Elimi I . Ikl f L clj hari .
paaevord iminates risks of password sharing.
Management No password change management required.
Hard to manage password changes (No need for change management)
> Reduces setup management resources.
Difficult to manage user access Single dynamic code for user/device authentication.
ACL Management Easy access management per user

* Difficult to manage former employees & 3rd parties

> Prevents access due to password theft.

All users use a static password

Authentication
* Authenticated after password

Authenticate with dynamic code per user
Dynamic code authentication

Tiered access management by device with dynamic codes.
> Enhances usability and security.

Operational Efficiency
in Maintenance

> Suitable for lightweight modules with lightweight algorithms (no device specification constraints)
> Capable of generating dynamic codes according to existing password length requirements
> Can be applied with minimal changes to existing systems

® Custom Models of PLC OTAC by OT Level

swliDch offers three PLC OTAC models optimised for various OT environments. These models ensure flexibility by performing
user authentication on PLC devices or a central server, or through a hybrid management approach combining both.
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Manufacturer's Scope of Work

+ Modify authentication

Application Models
Remarks Error Handling Measures
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+ Add time synchronization needed per PLC failure, log in with password
model under limited permissions
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* Modify authentication

for 10 users

* Add time synchronization

« Use dle servers or IPC

* In case of network disconnection

modules or server failure, log in with OTAC
- Add time synchronization module type
. |nt99fate OTAC module « If there is an error in the
+ Requires 200KB storage QOTAC module type, log in with

password under limited
permissions

« If there is an error in the

+ Integrate OTAC module + Development OTAC module type, log in
* Requires 200KB storage needed per PLC with password under
for 10 users model limited permissions




